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6/14/2013 Add changes to support Version 4.0
RUC Changes from 3.20.33 t0 4.0.14

Added support for SMTP email as an alternative to using the WMT mail servers.
Support wild cards in receive and send triggers for UPB commands.

Changed bootloader to bootload web pages to flash instead of EEPROM.

Added PUT opti on to POST send trigger.

Added checksum to Trig header to avoid hangs when starting with garbage in Trig
header fields.

Moved all web pages to flash.

Moved locations of triggers and other local data structures in EEPROM.

Make selected HTTPPrint routines re  -entrant.

Adjusted UPB PIM timings.
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NOTE: Version 4 firmware will not run on V3 hardware. V3 hardware must be updated with
additional memory in order to use V4 firmware.
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Copyright
This manual is copyrighted by Web Mountain Technologies, LLC with all rights
reserved. Under copyright laws, this manual may not be reproduced in any
form, in whole or part, without prior written consent of Web Mountain
Technologies, LLC.

a 2012 Web Mountain Technologies, LLC

Disclaimer
Web Mountain Technologies, LLC has  reviewed this guide thoroughly. All
statements, technical information and recommendations in this manual and in
any guides or related documents are believed to be reliable, but the accuracy
and completeness thereof are not guaranteed or warranted, and ar e not
intended to be, nor should they be understood to be, representations or
warranties concerning the products described. The information contained in
this document is subject to change without notice. Web Mountain Technologies
shall not be liable for  errors contained herein or for consequential damages in
connection with the furnishing, performance or use of this material.

Web Mountain Technologies reserves the right to make changes in the
specifications of the products described in this manual at any time without
notice and without obligation to notify any person of such changes.

If you have any questions regarding your product or the information in this
manual, please call the Web Mountain Technologies Customer Support Line at
303-627 -1856 .

Tradema rks
Web Mountain Technologies® and the Web Mountain Technologies logo are
either trademarks or registered trademarks of Web Mountain Technologies, LLC
in the United States and/or other countries.

Microsoft® and Microsoft® Windows® are either trademarks or registered
trademarks of Microsoft Corporation in the United States and/or other
countries.

In this manual, Microsoft®, Microsoft® Windows®. Microsoft® Internet Explorer
and Microsoft® Outlook are referred to as Microsoft, Microsoft Windows,
Microsoft In ternet Explorer and Microsoft Outlook respectively. Netscape®,
Netscape Navigator® and Netscape Messenger® are referred to as Netscape,
Netscape Navigator and Netscape Messenger respectively.

Other company, brand and product names mentioned herein may be the
trademarks of their respective owners.
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Safety Information

Always follow basic safety pr  ecautions when using this product to reduce the
risk of injury from fire or electric shock.

1 Read and understand all the instructions in the User s .Guide

2 Observe all warnings and instructions marked on the product.

3 Install the product securely on a stab le surface.

4 Install the product in an area that is not readily accessible by children.

5 If the product does not operate normally, see Troubleshooting

6 No operator serviceable parts inside. Refer servicing to qual ified service
personnel.

7 The product is not intended for use in life critical situations.

Notice

This product has been tested and passed FCC Part 15, Class B requirements.
For more information, contact Web Mountain.
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Chapter 1
Introduction

RUC Overview

Congratulations on your purchase of the Web Mountain Technologies Remote
Universal Controller (RUC). We appreciate you choosing the RUC to provide
your home / office with a rich set of communications / control capabilities.

The Web Mountain Technologies = Remote Universal Controller (RUC) is intended
to be used as a network appliance for the control of a home automation network.
Control signals can be sent over Ethernet, either remotely over the Internet or on

a local network. One example of such use are commands sent over the Internet
that are then converted into serial commands that are sent to an externally
connected WMT SPIM UPB powerline Interface module for transmission onto the
local powerline.

In addition, the unit contains a second serial port, w hich allows for the
conversion of one automation protocol to other home automation p rotocols, such
as Zwave, X10 , or the ESI drapery control system.

RUC Basic
The RU C Basic unit (RUC -01) provides this basic feature set:
- One Ethernet 10/ 100 Mb/s RJ -45 int erface
- Two Serial interfaces (DB9 connectors) O0COM1&2
- One power jack
- Internal webserver
- Internal Flash and RAM memory
RUC Wireless
Future
RUC Plus
Future
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Product Block Diagram
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Where to Find Information

The following resources are supplied to you to help you get the most out of your
RUC. Please read the guide.

Quick Start Guide

This short form guide summarizes the steps requi red to set up your RUC unit on
your local area network (LAN). If you are an advanced user familiar with

computers and networking, you can follow the steps in this guide to quickly get
started using the powerful features of the RUC unit.

User 6s Gui de

This guide offers detailed information on how to set up your RUC and LAN. It
includes setting up the hardware, connecting your RUC to your LAN, how to

access the webserver on the RUC using your browser, configuring the network
parameters and serial port parame  ters, Dynamic DNS for remote access, admin
information, and your automation capabilities.

Conventions

This Userds Guide uses the following convention
will help you use your RUC device correctly and safely:

\ Note  Notes p rovide advice or recommendations regarding the use of RUC.
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Chapter 2

Setting Up the RUC

This chapter describes how to set up your Remote UPB Controller and connect to it from a
web browser. It includes:

Installing the RUC and connecting power
Setting up the LAN

Connecting the RUC to your Home Automation Devices

O 0 0 0

Accessing the RUC over your LAN

If you have already set up your RUC using the information in the Quick Start Guide, you may
want to look through this chapt er to find any additional information you may need.

Installing the RUC

The installation procedure describes unpacking your RUC unit, determining a
location to install the RUC and mounting suggestions.

Unpacking the RUC

1. Carefully remove all items from the b OX.

2. Check to see that you have the following items.
¢ RUC
¢ Power Supply / cord

¢ Documentation 8 Quick Start Guide (Full Manual available at
http://www.webmtn.com/RUC/RUC -information.php

If any item was damaged in shipping or if any items are missing, notify your shipper and/or
WMT immediately.

In addition, you will need to provide an Ethernet patch cable for connection to your LAN (not
provided).

Choosing a Location for the RUC

There are two r ecommended locations for your RUC unit, depending upon your
particular situation. If you are going to use the home automation features of the
RUC with a powerline carrier technology, we recommend locating the RUC as

close to your main breaker box as possi  ble. This will improve the powerline
signal strengths. If you do not have an Ethernet cable running to this location,

or if it will be too hard to do, or you are not going to be using the home

automation features, then we recommend locating the RUC unit close to your
Ethernet switch.
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Mounting the RUC

There is nothing special needed to mount the RUC unit. It will sit nicely on any
flat surface. Do not allow the unit to dangle in the air on one of the connecting
cords, as this can lead to fatigue not onl y on the cord, but to the onboard
connectors.

Plug the included power supply into an available power outlet, then plug the
circular jack on the end of the power cord into the PWR jack on the RUC. After

a second or two, you will see the LED closest to S1 on the unit start to flash in a
constant pattern of a second on, then a second off, a second on, then a second
off, etc.

Note on the Power Supply:

It is important that the user use the provided power supply with the unit. This
power supply provides the ¢ orrect voltage and current for the unit, plus has the
right matching plug. In addition, this is the power supply that was used when

the RUC passed the appropriate FCC EMI testing.

Specs on the included power supply:

Input 100 VAC to 240 VAC
Output 5VDC, 1A
Output connector 2.1x5.5mm connector

IMPORTANT: If you do not use the recommended power supply, you must

ensure that the output voltage of the power supply does not exceed 5.5VDC. If

this voltage is exceeded, it could cause damage to the unit . Damage caused by
applying a voltage higher than 5.5VDC is not covered under the Warranty.

Setting up the LAN

Standard Ethernet LANs can be built to provide 10, 100 or 1000 megabit per
second (Mb/s) data rates. The RUC supports 10 Base -T (10 Mb/s)and 1 00
Base-T (100 Mb/s) networks over cable of Category 5 (CAT 5) or better. You

need to decide the data rate you want your LAN to support. Your decision will
influence the type of Ethernet network adapters and Ethernet switches you will
need to purchase or install. 100 Base -T installations will be slightly more
expensive than 10 Base -T. Nowadays you can purchase reasonably priced
10/100 Base -T adapters and switches that support both speeds.

Connecting the RUC to an Ethernet Switch

Obtain a patch cable long enough to reach from your RUC to the Ethernet

switch. Connect one end of the cable to the
Connect the other end of the cable to any numbered jack on your Ethernet
switch. You should see the Link Connect LED on your s witch go solid indicating

a good connection.
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Accessing your RUC
Accessing your RUC from a web browser

Find the unitds | P address by wusing the
for download from our website. In the ED app window, double click on the IP
address for the RUC (or re -enter the IP address into your web browser). At this

point, you should be challenged with a user name / password popup window.
Enter wmtruc as the user name and password as the password. The Home page
should now displa v like this:

WaniiEn [iehiianis

Web Mountain RUC

Welcome to tma WMT Remote Universal Controller

MNetworking Config

. . Logged in as admin
Device Config Serial #: 210-210-525-20D716 99

FW Version: 3.00.57

Mar 29, 2011 01:50:58 PM

Sunrise: 06:48 AM

Sunset: 07:20 PM

Started: Mar 29, 2011 11:07:52 AM

Receive To _change Use_r

Settings, including

passwords, please
click here.

Control Panel User Settings

Backup/Restore

UPB Transmission

Dynamic DNS

Triggers

For support, contact:
Tech Support
info@webmtn.com
303-627-1856

For current documentation, please visit www.webmtn.com

www.webmtn.com
Copyright © 2009-2011 Web Mountain Technologies, LLC.
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A NOTE about networks without a DHCP server. By default, the RUC powers up the
first time out of the box in DHCP mode. If there is no DHCP server to provide an address, after
a few seconds, the RUC will give itself a fixed IP address of 192.168.1.241. If you are on a
network with the 192.168.1.x address space, merely type in 192.168.1.241 to access the RUC.
However, if your network uses a different address space, such as 10.0.0.x or 192.168.2.x, in
order to change the IP address of  the RUC, you will need to connect the RUC first to a PC
(using an ethernet crossover cable) that has been set to the 192.168.1.x address space, change
the address of the RUC to an address in the desired address space, and then repower the RUC.
Nowyoucan connect the RUC to your network and access it us
forget to change the IP address of your PC back to its desired IP address.

Resets

S1 6 Reboot (Press and hold until LED stops flashing, then release)

S2 8 hold 3 seconds, go b ack to factory default IP settings (DHCP is selected)
Hold 6 seconds, go back to all factory defaults

For a complete reset to get back to factory defaults, press both switches at the

same time, then release S1. The LED will do nothing for a few seconds, t hen

flash 3 times, then do nothing for a few more seconds, then flash 6 times. Reset

back to factory defaults is now complete. If you just want to reset to factory

default IP settings, press both switches at the same time, then release S1. After

both LED s flash 3 times, release S2.

Alternative method to reset board to factory defaults:
Remove power to board.
Press in S2 and hold
Reapply power to board
Wait 6 seconds until you see the LEDs flash 6 times in succession
Reset is complete

Setting Up HO  me Automation

If you are going to use the RUC with UPB, then connect a Web Mountain SPIM -

01 to COM1 on the unit using the serial cable included with the PIM. Plug the

SPIM-01 into a power outlet. Recognize that the COM ports on the RUC look

like the ser ial ports on PCs @ they are DTE ports, meaning that they will provide

a positive voltage on pin 4 of the DB9. You ca
with the RUC, however, there are special functions built into the WMT SPIM -01

that will improve performance , especially when accessing Upstart over the

Internet.

If you are going to use another home automation protocol, connect that
protocol ds seri al interface unit to COM2. Ma k e
Configuration page and configure the serial port param eters as required.
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Chapter 3
Becoming Familiar with the RUC
Webpages

The RUC includes a built in webserver. All of the configuration and setup for

the RUC is done from webpages. This chapter describes in detail how to use the
webpages to setup your RUC. The se are the current webpages, however, more
may be added in the future:

Home

Networking Config

Device Config

Admin

UPB Transmission

Dynamic DNS

Receive

Triggers

Control Panel

O 0 0 0 0 0 0 0 0 O

Backup / Restore

Every page is easily accessible from any page through the use of a button menu

conveniently located on the left hand side of each page.
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Home Page

From the Home Page, you will see a summary of several pieces of information.
Refer to the example page shown here:

maniien |ecvminnie

Home k Web Mountain RUC

el Welcome to the WMT Remote Universal Controller

Networking Config

. . . Logged in as admin
Device Config Serial #: 320-320-525-2ED942 —

Admin FW Wersion: 3.20.25 Logout

May 24, 2012 10:13:46 AM

Sunrise: 05:38 AM

Sunset: 08:15 PM

Started: May 23, 2012 02:08:25 PM

Receive To_change User Settings,

including passwords,
please click here.

UPB Transmission

Dynamic DNS

Triggers

Control Panel

Backup/Restore

For support, contact:
Tech Support
info@webmtn.com
303-627-1856

For current documentation, please visit www.webmtn.com

www.webmtn.com
Copyright © 2009-2012 Web Mountain Technologies, LLC.

The information displayed on the Home Page is as such:

¢ The RUCGOGs - you will reeed tofprovide this # if you ever call for
tech support

¢ The current firmware version number

¢ The current time when you opened this page 0 this does not refresh, but
rather is a snapshot of the moment in time when you opened the Home
Page

Web Mountain Techalogies Page9



¢ Today6s sunrise and sunset times, calcul at ec
Longitude, and Time Zone entered into the Device Configuration page.
¢ The time and date when the RUC was powered up or rebooted. This will
give you an indication of  how long the RUC has been running.
¢ Your login user name
¢ A button to take you to a page where you can manage users / passwords
for the base user (not the admin user).
¢ Contact information for Support (initially will be blank)
¢ If you click on the Logout butto n, your browser session will be closed and
you would have to open it again in order to access the RUC

Very little is actually done from the Home Page, but you can get to everything

you need from here.

If you click on the User Settings button, you get th is webpage. You can change
the base username and password from this page.

Watilei | ecomiinic:

User Settings Web Mountain RUC

S userSettings

Networking Config

Your password jg; Fesem s
I

Device Config L&
User Name: wmtruc

0Old Password:
UPB Transmission
New Password:

Dynamic DNS Confirn New

Password:

UPB Receive [ Set New Password

UPB Trigger
Control Panel

Backup/Restore

www.webmtn.com
Copyright © 2009-2010 Web Mountain Technologies, LLC.
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Networking Configuration

From here you can configure the network parameters for your RUC unit.

Waaniein | echmolaniz;

Networking Config

Web Mountain RUC

Networking Configuration

Networking Config

A
Networking Configuration
Host Name: WIMTRLUCER
IP Address: 192.168.1.66
Gateway: 192.168.1.1
Subnet Mask: 265 265 985 ()

Secondary DNS: 0.0.0.0

Save CDﬂﬁg This will cause a reboot.

Remote Access Ports

Remote connection to COM1 is not active.

Port for COM1: 9761

Remote connection to COM2 is not active.
Port for COM2: 9762
Web Access: a0

Update

www.webmtn.com

Copyright © 2009-2011 Web Mountain Technologies, LLC.
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¢ The MAC Address shown cannot be changed d this is the MAC address
presented to the LAN and hard coded within the unit. The last three
octets match the last part of the serial number on the home page and are
shown on the unités product | abel, | ocated ¢
¢ However, the Host Name can be changed. This is the name you enter
into your browser URL bar so that you can access the webpages. You
can change this to something else. In fact, if you want to install more
than one RUC unit on a network, you need each unit to have a unique
Host Name. Otherwise, you will have flaky behavior and trouble
accessing the correct RUC unit. However, if you change the host name,
recognize that it will take the network several minutes to learn the new
host name and during that time you wondt be
typing i n its host name. You can still get to the unit using its IP address,
but not with the host name until the network learns the new host name.
In some instances, the unit will acquire a new IP address, so you might
have to determine t heoreaconnéecingtoit P address bef
¢ Select whether you want a Fixed IP Address for the RUC or whether you
want it assigned an address from a DHCP server on your LAN. Uncheck
the Enable DHCP selection in order to give the unit a FIXED address. If
you change any of the parameters in this block, you will need to click on
the Save Config button, which will cause a reboot of the unit. Remember
the new IP address or Host Name, so that you can access the unit once it
has rebooted. If you plan to access the RUC from outside your own LAN,
it is recommended that you give the RUC a fixed IP address. If you do
assign a fixed IP address, make sure it is outside the range that your
DHCP server can assign.
¢ The Ports assigned to COM ports under Remote Access Ports could have
many us es. However, one big reason for this capability is to run Upstart
remotely. In order to do this, you need to setup a socket using the
desired port, which by default is set to port 9761. You can change this
port from 9761 but in most cases, thereisnor eason to change it. This
port # will be required as an entry into the Virtual Serial Port software
you will use for Remote Access. In addition, you can setup the second
serial port to remotely control another piece of equipment or a system.
For example , if you have an ESI Drapery control system, you could use
the second serial port and its remote connection to remotely run the ESI
software. By default, this second serial port is set to port 9762. Note &
we have on rare occasions seen that the local IS P is blocking higher
numbered ports. If you have issues connecting, try changing this to a
lower numbered port, i.e., 3761 / 3762.
¢ The web server port by default is port 80, the industry accepted port
number for webservers. Like Internet servers, you do not have to enter
port 80 into your URL string when you type in the URL, as the web
browser will assume that it is port 80 if nothing is entered. However,
there are some very likely scenarios where port 80 will not work for
remote access. Forinstance, w hat happens if you have another device
on the network running a webserver and it is already using port 80? So,
it might be appropriate in this instance to change port 80 to port 9760.
Now, to access the RUCOds webserver, you wil!/l
http://IP_Address :9760 if you are on the local LAN or
http://WANIPaddress  :9760 or DYNDNSaddress:9760 if you are coming
in from the Internet. If you are coming in from the Internet and outside
the local LAN, you will need to punch holes in your firewall to allow this
access. With this example above, you will need to open holes in your
router for ports 9760 and 9761 in order to remotely access the RUCs
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webserver or to run Remote Upstart using the local SPIM, and you would
have to open port 9762 if you want to run the ESI so ftware remotely.
Each router is different, so check your router documentation for

information on how to do this.

¢ An example of where you might need to change the remote access port is

where an ISP blocks port 80. The ISP does not want you running a full

blown general purpose webserver on your premises, so they block port

80 to prevent this type of wuse. We dvVv e
¢ If you make a change to the Remote Webserver or Remote Access port,

make sure you click on the Update button. In fact

, we recommend that

you reboot the unit (pull power and reapply power) after changing any of

the default values for ports.

NOTE 9 after changing the IP address, if you are unable to access the webpages,
exit your browser, then restart the browser. If you still have problems, use the
Ethernet Discoverer application to determine the IP address.

Email Configuration

The Networking Configuration page has an added option on the screen o Email
Configuration . In earlier versions of the RUC, when you wanted to s end an
Email from a trigger, the system was setup to send a command to a Web

Mountain server, which then sent the email for you. One of the reasons to do

this is the continuing complexity created by ISPs trying to reduce or eliminate

spam. For example, n etworking port 25 has historically been used for SMTP

email sending. However, this port has been compromised so often that many

ISPs block port 25 and instead re  quire you to use a more custom port, such as

port 587 or 465. By using the Web Mountain metho
complexity.

d, we just removed that

However, due to customer requests, we are providing an option to allow the use

of a customer designated SMTP server. Be advised that this option is not

working completely. We have successfully sent email using port 58 7, but have
had problems, apparently with authentication, sending to port 25 on various

SMTP servers. So, there is no guarantee at the current time that this will work

going to port 25.

By default, the checkbox for Use WMT Email servers is checked. To u se servers
other than WMT servers, go to the bottom of the Networking Configuration page

and enter in the appropriate information as shown below:

Email Configuration

[Juse WMT Email Servers

SMTP Server: [mail Xyz.com ] Port:
User Name: [harny x|
Password: ‘ooooooooo |
From Email: [anyone@xyz.com |

Disclaimer: Email services from the WMT RUC are not intended
to be used for life or security critical applications.

Save SMTP

Web Mountain Techalogies
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Device Configuration

The Device Configuration page allows the user to setup the two serial ports and
to set up other parameters.

EES Device Configuration
Networking Config . .
General Configuration
. Time Zone: {GMT -7:00} Mountsin Time (US & Canads) lzl
Dynamic DNS
DST: Enabled | ~|
May 24, 2012 10:19:14 AM
Sunrise: 05:38 AM
UPB Transmits:
=
Mode: @ Home Vacation

Serial Port 1

Protocol: UPB v5.56+ E
Echo back to RUC:  YES|~|

Baud Rate: A800
Data Bits: 8
Parity: Mone
Stop Bits: 1
Flow Control: Maone

Remote connection to COM1 is not active.

Serial Port 2

Protocol: UPB v5.56+ E
Echo back to RUC:  YES|~|

Baud Rate: A800
Data Bits: 8
Parity: MNone
Stop Bits: 1
Flow Control: Mane

Remote connection to COM2 is not active.

| Save Config |

Under General Configuration, enter in your latitude and longitude. To

find these details, visit ~ www.zipinfo.com and enter your zip code. Notice
also that the lat and long need to be entered as a number with a decimal
point, not in minutes and seconds.

Le)
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¢ Also, select your particular time zone, then select your Daylight Savings
Time function. If your locale observes DST, then set this to Enable. If
not, such as Arizona, select Disable.

C Youcan also set the # of UPB Transmits & the # of times a UPB
transmission is sent. This information is used to determine how many
times a UPB transmission is sent from the UPB Send page and from the
Trigger Event page. The recommended setting is 2, however if the UPB
network is experiencing lost commands, increasing this number will
improve the reliability by increasing the probability that a particular
command will get through. This can be set anywhere from 1 to 4.

¢ Notice that there are two buttons labeled Ho me and Vacation. This tells
the Home Automation features of the RUC what mode you want to be in.
For example, youf6re at home and th
run. Or, youb6re on vacation and t
run. So, no rmally, this would be set to Home, and you would only
change to Vacation when you leave  for an extended period of time.

¢ You can adjust the parameters for both serial ports. If you use the drop
down, you will get choices for the specific protocol you wish  to use :

Serial Port 1

ere are cCeé
here are ¢

Protocol: UPB v& 56+ |Z|
ESI
Echo back to RUC:
cho back to UPEB
Baud Rate: UPB v5.56+
FSwave
Data Bits: Insteon/X10
. Raw
Parity: Fone
Stop Bits: 1
Flow Control: Mone
Remote connection to COM1 is not active.

¢ Use RAW protocol for types not listed. However, for the types listed, the
RUC has been setup to work with these specific hardware interfaces:
o ESI 6 RQ Bridge
0o UPB ¢ any PIM/ CIM from any UPB manufacturer
0 UPBV5.56+ - any PIM/ CIM with Gen2 firm ware version greater
than V5.56
0 Zwave 0 Leviton Vizia RZ COP
0 Insteon/X10 & Smarthome 2413S

¢ For the selection O0OEcho Back to RUCOG, use tt
RUC to be able to trigger on commands it has sent out itself.

¢ Notice the commemtecdRemot® «C€OM1 i s not act i
tells the user that there is no remote access session in process. NOTE:

If the Remote connection is Active, you will not be able to run another
application remotely to that socket connection, such as, UPB Remote.
¢ After making any changes, dondt forget to cli
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Admin

There are two user names / passwords for the RUC:
0 The Normal user is wmtruc / password
0 The Admin user is admin / broncos

To access the Admin page, you must be logged in as th e Admin user.
If you change the Admin password, and then forget it, you can get back to the

default Admin password by doing a factory reset on the unit. Recognize that
this means you will reset all other parameters as well, however.

WaniEn |echmiis

h Web Mountain RUC

Administration

Networking Config Revision: 3.00.57

Device Config Your password jg; *ssssws

Old Password:

UPB Transmission
New Password:

Dynamic DNS Confirm New

- B Password:

ecelve Set New Password
Triggers

Control Panel | Reset Base User Credentials

Backup/Restore

Reboot Device

Warning. Your device may acquire a new IP Address.

Owner First Name: Jge

Owner Last Name: Ayjtomation

Address: 123 Automation Way

City: Sitka

State: AK |Z|

ZIP: 99999

Email Address: joe@123automation.com
Phone #: BRE - |555 - 6555
Installer Name: Tech Support

Installer Email: info@webmtn.com

Installer Phone: 303 - |B27 - |1856
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¢ TochangetheAdmi n password (you candt change the
the old password, then your new desired password twice. Then, click the
Set New Password button.
¢ If you as the administrator want to reset the base user parameters back
to default, click on the Reset B ase User Credentials button. This sets the
base user back to wmtruc/password.
¢ You will notice that there is a Reboot Device button on this page. If for
some reason, the user believes they need to reboot the device, but they
arendt | ocal tenthe user cad accessths webpabe remotely
and reboot the device. This will act just like a power cycle. NOTE d if the
unit is configured for DHCP, with some routers, the device might acquire
a new IP address.
¢ Enter in the Owner ds ©Oncedntred this nf or mati on.
information will only be visible to the Admin user on the Admin page (not
shown on any other page), and provides confirmation to a user accessing
the unit remotely as to what unit is actually being accessed.
¢ Aninstaller can enterin hi s contact information in the Installer fields
and this information will show up on the Home Page as the contact for

Support.
¢ Once you have made all of your changes, click on the Register button.
At the moment, this information is only stored locally on the RUC unit,

however, at some point in the future, this will be sent to Web Mountain
for registration purposes.
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UPB Transmission

This page is mainly intended for test purposes and to allow a user to send a
UPB link remotely to control lights and appli ances within a home.

WanilEin |ichininnis:

UPB Transmission Web Mountain RUC

A
Send UPB Command
Networking Config
Device Config LS COM 2 =]
Command:

.. Do not add the start character (Ctrl-T) or terminator character (CR).
UPB Transmission Open UPB Command Wizard

Dynamic DNS Send Command

UPB Receive

UPB Trigger
Control Panel

Backup/Restore

www.webmtn.com
Copyright @ 2009-2010 Web Mountain Technologies, LLC.

Web Mountain has provided a simple way of generating the necessary command

to insert in this text box. You will need to know your NID, the Link # to be sent,

and the command to be sent. Once ypeaURBhnow t hat
Command Wi zardbo¢. This wil!| open a new browser
www.webmtn.com and the UPB Command wizard as seen below:
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http://www.webmtn.com/

= Web Mountain Technologies - UPB Command Wizard - Windows Internet Explorer

5[] [ceoon

P a8 N
@@ b |i. http: v webmitn, com|support fJUPE_Command _Wizard. php

File Edit Yiew Favortes Took Help

Goug|e| v|£‘ Search =+ k@ &2+ [¥] o~ [/ Sidewiki ~ %% Check = (33| Translate - - autoFll = 40 €4 - (signIn v
W [ﬁ ‘Web Mountain Technologies - UPE Command YWizard l_l @ = @ < @Paga - i, @Too\s o %

Jiw

ue __  comfort, convenience, security, savings

Applications Support Information

D
BELTS O R
SourceID 5 | (Default is 255)
| Command |Acivate v |

Generate UPB Command

4 Start [E] trbo - Micr...

Enterinyour NID 6f or this case |l etfs say 66
EnterinyourLink ID 81 e tused?2

By default the source ID should always be set to 255

Then, select the command you want to send 0 currently, only Activate or
Deactivate (letds use Activate for thi

¢ Then click on the Generate button

O 000

You will get this page.
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(= Web Mountain Technologies - UPB Command Wizard - Windows Internet Explorer

G\E} - |i hittp: v, webmtn, com/support/UPE_Command_wWizard, php V||‘__r| |Z| |Google

File Edit Yiew Favortes Took Help

Goug|e| v|!;' Search =+ k@ &2+ [¥] o~ [ Sidewiki ~ | % Check - Translate = - AutoFll = 4 €4 - (signIn v
W [ﬁ ‘Web Mountain Technologies - UPE Command YWizard l_l @ = @ < @Paga - i, @Too\s o %

Jiw

m.._., comfort, convenience, security, savings

Applications i Information

[Reun |

Home | Products | Applications | Links | Support | Information

Sales | € Support
52000- 2010 Web Mountain Technologles aII rig =d

o Internet

74 Start Inh

Now, highligh tand copy the commandonly ddondt «c apt uf¥fTeorthé<er> gact bfthe
line. Allyouwantis 8700420CFF200c.
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Now paste this into the text box on the Send UPB Command text box like this and click on
Send Command. Your command should be se nt out onto the powerline to the UPB network.

TRRNEn |chmintie

UPB Transmission Web Mountain RUC

Send UPB Command

Networking Config
Port: COM 1 [+

Command: 8700420CFF200c

Device Config

.. Do not add the start character (Ctrl-T) or terminator characker (CR].
UPB Transmission Open UPB Command Wizard

Dynamic DNS Send Command

UPB Receive

UPB Trigger

Control Panel

www.webmtn.com
Copyright © 2009-2010 Web Mountain Technologies, LLC.

As you can also see, you select the COM port you want the UPB signal to be sent from, using
the drop down 9 either COM1 or COM2.
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Dynamic DNS

One problem that exists with accessing a device at a home is the possibility that
the ISP has changed your WAN IP Address. Depending upon the ISP, this IP

address might stay the same for months, or it might change every few days. If

the IP address does change regularly, it becomes a hassle, as someone has to
access a browser local to the RUC, use some mechanism such as
www.ipchicken.com to determine the current WAN IP Address, and provide this

to the party trying to do remote access. Obviously, this becomes a major

problem if no one is home.

One way to solve this issue is to use a Dynamic DNS service. With this service, a

small client application runs on the remote device and regularly checks in with

the serviceds servers |l ocated on the dsnternet t
updated. The DDNS server will constantly match the WAN IP address with a

consistent URL, such as  www.rucl.com . So, now the party trying to do remote

access doesnd6t type in the WAN Itppesanddr ess as sh
www.rucl.com . The DDNS server knows what WAN IP address this corresponds

to and routes the remote user to this particular RUC.

In order to use this service, you must first create an account with one of the
DDN S service providers. The RUC lists several providers in the drop down box.
DYNDNS is one of the larger ones. When you create the account, remember
your user name, your password, and the URL you use to access the account
(Host). Enter this information i nto this screen and then click on Set DDNS
Configuration.
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http://www.ipchicken.com/
http://www.ruc1.com/
http://www.ruc1.com/

Waniien [achmnlnnis

Dynamic DNS Web Mountain RUC

Dynamic DNS

Networking Config

Device Config

Your settings have been saved.

The current conﬁguratiunk not valid.

UPB Transmission The Dynamic DNS module allows the RUC to update the board's global IP
address to warious Dynamic DNS services. This feature, along with proper port
Dynamic DNS forwarding in place at the router, can enable global access to a device behind

a NAT router or firewall.

UPB Receive ) )
Enter the settings in the fields below:

UPB Trigger
DDNS Service: DynDNS (www.dyndns.com
Control Panel Y ( Y ) El
User Name:
Backup/Restore
Password:
Host:

Set DDNS Configuration

WAN IP Address: 0.0.0.0

www.webmtn.com
Copyright © 2009-2010 Web Mountain Technologies, LLC.

NOTE: MAKE SURE you do not put the http:// in front of your host name!

The WAN IP address box will show your WAN IP address if you have registered a Dynamic DNS
name with one of the DDNS Servi ces. You will need this WAN IP address if you want to run
Upstart remotely.

Here is a screenshot for setting up a host name with www.dyndns.com
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http://www.dyndns.com/

& DynDNS.com, - My Account -- Host Services -- Settings - Windows Internet Explorer

@5 - |(‘ hittps: f e, dyndns, comy accountf services/hostsfadd, htmi# hd

File Edit Yiew Favortes Took Help

3% | [=2z]

Google v | search ~ o fay 25 A - - Sidewiki ~ | "5 Check ~ 83| Translate ~ | AutoFil + L v () SignIn v
3
e oy [C‘ DynDNS. com - My Account -- Host Services - Settings l l @ - B E@ - b Page = O Q‘I‘ Tools ~
~
My Account Add New Hostname 1 Host Services
My Services
Dynamic DNS Pro Mote: You currently don't have any active Dynamic DNS Pro upgrades in your account. You cannot use some of our Host Service
Internet Guide features. Paying for an Dynamic DNS Pro upgrade will make this form fully functional and will add several other features.
SLA
Premier Support
Hostname: |webmtn | . ||s-a-geek.net ~
Zone Level Services
E‘gﬁggll.egﬁg ﬁgggn‘z?d Wildcard Status: Disabled [Want Wildcard support?]
MailHop services
Service Type: (%) Host with IP address [2]
Host Services . -
Dynamic DNS hosts, WebHop © WebHop Redirect [2]
URL Forwarding O Offline Hostname [2]
Spring Server VPS
MaiHop Outbound
IP Address:  [24.871.232
Recursive DNS
Network Monitoring Use auto detected IP address 24.8.71.232.
SSL Certificates TTL value is 60 seconds. Edit TTL. B
Renew Services
Auto Renew Settings
Sync Expirations
Mail Routing: [] Yes, let me configure Email routing. [2]
Account Settings
Billing .
What do you want to use this host for?
& My Cart Select services and devices you would like to use with this hostname.
@ 0 ftems
‘Work From Home Office or VPN: b
& Internet R
12 start Tnbos " o C2intemet.. - Zd20 - 2 Wind

Use the drop down to select pre  -existing names. These names ar e free & if you want to create
your own host names, DYNDNS offers this service for a small fee.

In the above case, the host name would be entered as webmtn.is -a-geek.net on the RUC page,
along with the appropriate user name and password. Now, just clic k on Set DDNS
Configuration.
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Receive

This particular webpage will display the last 15 commands received by the RUC

on either of the COM ports.

NOTE: The RUC Receive screen will not
channel of the RUC unless the Echo

Configuration page is checked .

record commands sent from the same

box for the COM port on the Device

Web Mountain RUC

(ORI
Receive
N
Receive Commands
This screen shows the last commands returned from both COM ports.
Mar 27, 2011 09:19:42 PM 1 PUE904121B0OAZ0FFFF1E
Mar 27, 2011 09:37:28 PM 1 PUB904121C0A20FFFF1D
Mar 27, 2011 10:31:00 PM 1 PUB7001214FF2133
Mar 27, 2011 10:36:16 PM 1 PUOB0412000B860051
Mar 27, 2011 10:56:27 PM 1 PUB904121B0OAZ1FFFF1D
Mar 27, 2011 11:38:04 PM 1 PUE204121BOA20FFFF1E
Mar 27, 2011 11:38:09 PM 1 PUS904121B0OAZ1FFFF1D
Mar 28, 2011 04:08:14 AM 1 PUS904121C0AZ0FFFF1D
Mar 28, 2011 04:08:23 AM 1 PUB904121D0A20FFFF1C
Mar 28, 2011 04:10:58 AM 1 PUS7001219FF212E
Mar 28, 2011 05:00:58 AM 1 PUB700121DFF202B
Mar 28, 2011 06:45:34 &AM 1 PUS904121C0A21FFFF1C
Mar 28, 2011 07:28:11 AM 1 PUOB0412000BE664ED
Mar 28, 2011 08:10:57 &AM 1 PUS700121DFF212A
Mar 28, 2011 08:13:47 AM 1 PUOB0412000BE60051

Copyright ©@ 2009-2011 Web Mountain Technologies, LLC.

www.webmtn.com

This screen can be used as a simple logger. All commands received from either COM port are
logged and time -stamped. For example, you could use this to easily confirm that a button

transmitter is working properly.
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Triggers

IR

Triggers

Home

Networking Config
Device Config
Admin

UPB Transmission
Dynamic DNS
Receive

Triggers

Control Panel

Backup/Restore

This page allows the user to setup simple IF 0 THEN actions based upon
receiving a particular command, serial string, time of day, or other events. Some
examples would be IF <UPB received> THEN send another UPB comm and with
or without a delay, or IF <UPB received> THEN send an email.

In addition, the user can setup a Scheduled event from this page or cause a
received signal from one protocol to trigger sending a command to another
protocol. This is also how you set  up Buttons for the embedded Control Panel.

NOTE: IF-THEN type UPB Triggers will not function if there is a Remote session
(using UPStart or some other remote access software) in progress. Scheduled
events will function at all times, even if a Remote ses sion is in progress.

NOTE: The RUC will not trigger on a command it has sent unless the Echo
selection on that COM port is set to YES on the Device Configuration page

i

Web Mountain RUC

Triggers
Receive Command
Command Type:
ESI Command:
(E)ESI [=]
(1) com1 =] ) Day ) Night @ Both
Send Command
To:
Command Type:
p Subject:
(M)Email  [+] ]
Body:
[ Add Trigger
Na|[ Type Recaive-Scheduls Send Cmd-Respanse Actians || ~
Delete
o ||lsend NID:66, LID:25, [A)Activate ~Q2~00R 2
=N |IL 1 Both
Delete
1 [lsand EILD;.:; LID:25, (AJActivate || o cnagg g 2
-
NID:66, LID:25, .
2 |18=nd | in)Deactivate L 1 Both cFLEATOOR 2
NID:66, LID:25, sz
2 |1S=nd | iD)Deactivate L 1 Both 027R0R 2
NID:66, LID:26, [AlActivate
4 ||sene ||MPROS: () WBTcE2
Delete
NID:66, LID:26,
5 ||Send (D)Deactivate L 1 Bath CETEEZ
& ||Send |WETr00 E 2 Both *1001; R 1
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Notice that this page has three main parts d the Received command, the Send com mand, and
the trigger listing. To use the trigger page, you first enter in the trigger event that will cause
the desired action to occur.

The following is a list of devices that were tested for the protocol interfaces:

UPB Web Mountain SPIM -01

Zwave Leviton RZCOP

Insteon/X10 Smarthome 2413 S

ESI RP ESI R2D7 Serial Interface  (uses RAW protocol)
ESI RQ ESI RQ Bridge

Schedule and Email require Internet access

Receive Trigger Command
Under Received command, there are these choices:

ESI

Sched

UPB Dir ect
UPB Link
Zwave

Raw

Button
Insteon
X10

E R ]

Also, notice that you can select which port to listen on for the received command. Also, notice

that you can choose to have this trigger active only during the day, during the night, or both. If

youwantthetri gger to only be active during the day, check t
you want the trigger to only be act (defalt) dfyouwangthet he ni g hf
trigger to always be active.

Different Protocols as the Receive Trigger

ESI is a sophisticated drapery control system. ESI has two protocols 8 their original RP

protocol (one way) and their newer RQ protocol (2 way). This selection is for the RQ protocol

and the RUC will automatically look for the start character (!) and ter minating character (;).

You wondt need to add these to the text box. The RP pr
selection. So, for the RQ protocol, the text that would be entered into the text box would look

something like this:

| Receive Command

Command Type:
(E) ESI |z| ESI Command: VWBTr39 Ib
(1) COM1 [+ | Day Night @ Both

A scheduled comman d means that you can choose to cause an action to occur based upon a
time of day function. The time of day is entered as a 24 hour, military style, time, or it can be
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based upon sunrise or sunset. Notice that you can setup an event based upon some amount of

time before or after sunrise or sunset. If you select Actual time, then enter the actual time in a

24 hour format. If you select time before or after Sunrise, or Sunset, then you can enter up to

4 hours, 59 minutes as the offset. Hereds an exampl e:

Receive Command

H: 21 {24 hr clock)

M: |59 %

Use Hrs and Mins as:
Command Type:

(S) Sched ||

@ Actual Time
Time before sunrise
Time after sunrise
Time before sunset

Time after sunset

1. If you want to send out a command at a specific time, then enter the hour and minutes.
Notice that this is in a 24 hour format. So, if you want to send a command at 9:15 AM,
enter 9 for the hours and 15 for the minutes, and have Actual Time selected. If you
want to send a signal at 9:15 PM, then enter 21 for the hours and 15 for the minutes.

2. If you want to send a signal at sunrise, merely select Time before Sunrise and leave the
Hours and Minutes at 0. Or, if you want to send the signal 15 minutes be fore Sunrise,
set Hours to 0 and minutes to 15. With Time before Sunrise selected, the UPB signal
will be sent 15 minutes before sunrise.

3. Alternatively, if you want to send a signal sometime after sunrise, select Time after
Sunrise and enter in the hours and minutes you want.

4. Do the same thing if you want to send the signal at Sunset, before Sunset, or after
Sunset by selecting the appropriate item.

5. Whil e you candt see it from this screen, when Sched
command type, you will get  a three more options on the SEND command screen o}
Home, Vacation, or Both. If you select Home on the Send screen, this trigger will only
run when the RUC is in the Home mode (as selected on the Device Configuration
screen). If Vacation is selected, this trigger will only run when the RUC is in the
Vacation mode, and likewise, if Both is selected, the trigger will run all the time.

NOTE: Sunrise and Sunset are calculated based upon the Latitude, Longitude, and
Time Zone entered in the Device Configurati on page. You need to make sure these are
correct for your location in order for the correct sunrise and sunset to be calculated.

To setup a UPB Direct command as the trigger event, select UPB Direct from the dropdown,

then either enter in the serial str ing command as generated by the UPB command wizard, or
enter in your desired NID, DID (Device ID), and select your command from the dropdown, as

shown below. Do not enter in the start character (Control -T) or the terminating character (CR).
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Receive Command

L
UPB Command:
_GR_
C :
ommand T}rpe o 1
(D) UPB Direct |~ |
DID: 1
(1) COM1 |~ |
CMD: (A) Activate |E|
C pay I Night @ Both

To setup a UPB Link as the trigger event, select UPB Link from the dropdown selection, then
either enter in the serial string command as generated by the UPB command wizard, or enter
in your desired NID, LID (Link ID), and select your command from the dr
below. Again, d o not enter in the start character (Control
Notice that UPB Direct Commands and UPB Link Commands are the same

is the DID vs the LID. DIDs operate on one unit while LIDs oper

with that link.

opdown, as s hown

-T) or the terminating character (CR).

0 the only difference

ate on all devices associated

Receive Command

N

Command Type:
(L) UPB Link |+

(1) COM1 |~ |

UPB Command:

MNID:
LID:

CMD:

© pay

-0DR-
1
1

(A) Activate

I Night

=]

@ Both

To setup a Zwave command as the trigger event, select Zwave from the dropdown, then enter in
the serial string command as desired, as shown below. Do not enter in the start character (<)

or the terminatin

g character (Carriage Return).

Receive Command

Command Type: | zywave
(£) Lwave E Command:
(1) COM1 [+ | © Day ) Night

NUDI%ME,DUU.DEE.D12.[][]0.[][]2

@ Both
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We have tried to setup the RUC Receive commands to include the most common home
automation protocols as simple selections. However, we recognize that there will be other

protocols that will be used. The RAW selection al lows a user to setup a trigger from other
protocol s. On the RAW selection, since we dondt know
handle the Start and terminating characters automatically 8 the user will need to add them in,

except that by default we t  reat an incoming carriage return as a terminator. For example, we
have tested the RAW capability with X10 using the Smarthome 1132B serial interface unit.

Hereds how you wil|l setup an X10 command as the trigge

| Receive Command

Command Type:
(R) Raw E| Raw Command: =FL1|[xFE1

(1) COM1 |E| Day Night @ Both

The t erminating character is a Carriage Return. However, we need two X10 commands from the

1132B in order to trigger & the XFL1 represents Al while the XFE1 represents AON. There is a
Carriage return in between the two commands and we want to ignore it. The d ouble bars (]| -
typically found as the superset on the \ key on a Windows keyboard) tell the RUC to ignore the
next carriage return it sees and concatenate two commands.

For the RAW command, the RUC looks at all characters between Carriage Returns. The
protocol to be used to trigger an action based upon a Raw Receive Command must have a
Carriage Return as the terminating character or the RUC will be unable to trigger on it.

The next supported protocol on the RUC Receive trigger is a Button. This button is the button
on the RUC Control Panel, found on the left hand menu. When, you click on Control Panel,

you will get a page that has buttons on it, if the buttons were setup from the Trigger page. The

Control Panel has 4 pages, each with up to 10 buttons. When you setup the Button from the
Trigger page, you must tell it what page and what button you are setting up, and provide a

label for the button, as seen here.

I N Receive Command
Command Type: Page #: 1] =]
B)Buton [~ llg tton #: 2 []
Status Display Text: Overhead Lig
Toggle
Show Level Day Night ® Both
Now, on the Control Panel, button 2 on Page 1 will be visible and have the text on it as entered

in the Display text box. The action that will occur when this button is pressed from the user
interface will be defined in the Send command.

Notice that there are now three checkboxes below the Command type dropdown 0 Status,
Toggle, and Show Le vel. With these three buttons, the user can customize the presentation
and functionality of the user interface significantly.
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First, implementing Status will show you whether the load device is on or off. It does this
through button colors. A red button will indicate the device is off, while yellow will indicate the
device is on.

Secondly, the Toggle function will allow a button to be used to turn on a device or turn it off,
thereby saving a button (in the past, one button would be used for the ON actio n while another
button would be used for the OFF action).

NOTE: if you want to declare a button to be a toggle, we strongly urge you to define the action to be an
On-type action. Otherwise, you might see confusing status results.

And, lastly, the Show Level check box will show the actual intensity of the device, not just
whether it is on or off, in a text format. Here is an example showing the load device (lamp) OFF
and at 0% (this is also a toggle button):

And similarly, here is an example showing the load device (Lamp) ON and at 100%:

NOTE: Be aware that Status can get out of synch with the device if the device was controlled

from another transmitter other t han the RUC Control Panel. Do a web page refresh in order to
get the Status updated (t here might be a several second delay while the RUC queries the device
/ devices for its / their status).

To setup an Insteon command as the trigger event (uses the Smarthome 2413S interface unit),
select Insteon from the dropdown, then enter in the serial string command as desired, as
shown below. Do not enter in the start character (?) or the terminating character (Carriage
Return?). In order to work with Insteon, enter in the serial string as hex commands using the

A character to tell the RUC this is a hex value.

Notice that there are two special parameters entered above 0 the 702 and the ~00. In some
instances, it will be very difficult to enter in the ASCII characters d it would be much nicer to be
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